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At New Monkland Primary School, the safety of our children is paramount and, with that in mind, this policy has been created in order to safeguard everyone. 

We believe that the use of the Social Media such as Facebook and Twitter is an integral part of 21st century life.  As such, it is our duty to ensure that appropriate and safe use of Social Media should be taught in school.  It can also be an effective way of communicating instantly with parents and raises the profile of all the good things that are happening in school.   
 
Although the school uses its own website for information and to promote events, we use Twitter on a daily basis to allow a more immediate way of communicating with parents.  Twitter will become even more of a focus for us to immediately share information and pupil achievement with parents/carers due to Covid-19 restrictions, where families are not permitted on school grounds. 
 
Whilst every attempt has been made to cover a wide range of situations, it is recognised that this policy cannot cover all eventualities. There may be times when professional judgements are made in situations not covered by this document, or whereby new or emerging technology not mentioned. It is expected that in these circumstances staff will always advise their Head Teacher in the first instance.  

Aims & Objectives 
 At New Monkland Primary School we aim to: 
• enable children to navigate social media in a safe manner
 • promote responsible usage of social media 
• help children grow into reliable, independent and positive e-citizens
• set clear expectations of behaviour and/or codes of practice relevant to social networking for educational, personal or recreational use 
• set safer working practises.  
• minimise the risk of misplaced or malicious allegations made against adults who work with pupil 
 
Expectations of Staff 
This document applies to all staff who work in New Monkland Primary School. This includes teachers, support staff and supply staff. All staff must follow the procedures set down in this policy. 

All staff are expected to uphold public trust and to maintain reasonable standards in their own behaviour.  This includes the use of social media sites. School staff should always maintain appropriate professional boundaries and avoid behaviour, during their use of the internet and other communication technologies, which might be misinterpreted by others. They should report and record any incident with this potential. 
 
Social media provides the opportunity to celebrate our successes and portray our school is a positive light. If staff have a particular issue they wish to raise with the school or local authority this must be done through the normal procedures.  
Safer online behaviour 

• Managing personal information effectively makes it far less likely that information will be misused. 
• In their own interests, staff need to be aware of the dangers of putting personal information onto social networking sites, such as addresses, home and mobile phone numbers. This will avoid the potential for pupils or their families or friends having access to staff outside of the school environment. It also reduces the potential for identity theft by third parties. 
• All staff, particularly new staff, should review their social networking sites when they join the school to ensure that information available publicly about them is accurate and appropriate. This includes any photographs that may cause embarrassment to themselves and the school if they are published outside of the site. 
• Staff should never ‘friend’ a pupil, ex-pupil or parent of the school.
• Staff should never use or access social networking sites of pupils, ex-pupils or parents and should never accept an invitation to ‘friend’ a pupil, ex-pupil or parent. Any such request should be explicitly reject and not just ignored.  
• There will be occasions when there are social contacts between pupils, parents and staff, where for example the parent and teacher are part of the same social circle. These contacts however, will be easily recognised and openly acknowledged. 
• Confidentiality needs to be considered at all times. Social networking sites have the potential to discuss inappropriate information and employees need to ensure that they do not put any confidential information on their site about themselves, their employer, their colleagues, pupils or members of the public. 
• Employees need to ensure that when they are communicating about others, even outside of work, that they give due regard to the potential for defamation of character. Making allegations on social networking sites (even in their own time and in their own homes) about other employees, pupils or other individuals connected with the school, or another school, or local council could result in formal action being taken against them. 
• Some social networking sites and other web-based sites have fields in the user profile for job title etc. If you are an employee of a school and particularly if you are a teacher, you should not put any information onto the site that could identify either your profession or the school where you work

Protection of personal information 
· Staff should ensure that they do not use school ICT equipment for personal use, e.g. camera or computers. 
· Staff should keep their personal phone numbers private and not use their own mobile phones (see mobile phone policy) to contact pupils or parents except when express permission is given or an emergency arises (e.g school trip). 
· Staff should never share their work log-ins or passwords with other people. 
· Staff should not give their personal e-mail addresses to pupils or parents.  
· Staff are advised to understand who is allowed to view the content on their pages of the sites they use and how to restrict access to certain groups of people. 
· Staff must ensure that pupil’s names are not attached to photos being posted.
· Permission is sought from parents/carers to allow their child to be featured on Twitter. It is then the responsibility of all staff members to ensure that only children with parental permission is put on Twitter.



Communication between pupils / schools staff 
• Communication between pupils, parents and staff should be within the official channels set out by the school.  
• Twitter is used as a tool to share information immediately and to celebrate achievements and it is the responsibility of the staff member posting to ensure that pupil’s protection is paramount.
• It is to be recognised that social media presents an opportunity to celebrate successes and portray the school in a positive light. Parents and pupils who wish to communicate with the school this must be done through the normal channels and will be dealt with under the normal school procedures.

Reporting Concerns 
As a Right Respecting School, we will not tolerate any form of bullying using social media. Nor will we tolerate any comments or posts that are defamatory, rude or abusive towards any member of our school community, whether that be children, parents or staff.

If any member of our community has concerns over something that has been posted online by a parent, pupil or member of staff, then they should advise the Head Teacher or a member of the Senior Leadership Team.  This will then be dealt with under normal school procedures.  
 
The school will ban and report anyone who breaks the terms of service for a social media platform.

Cyberbullying 
 
• Cyberbullying can be defined as ‘the use of modern communication technologies to embarrass, humiliate, threaten or intimidate an individual in the attempt to gain power and control over them.’ • The school promotes a zero-tolerance approach to cyberbullying, whether it is to a child or member of staff.  
• If cyberbullying does take place involving a child the school will follow the relevant procedures.
• If cyberbullying does take place to a member of staff, the staff member should keep records of the abuse, text, e-mails, website or instant message and should not delete texts or e-mails. Staff members are advised to take screen-shots of messages or web pages and be careful to record the time, date and place of the site. Staff may wish to seek the support of their trade union or professional association representatives or another colleague to support. The school will then follow.

UNCRC Links 
Article 3: All adults should do what is best for you. When adults make decisions, they should think about how their decisions will affect children. 
Article 17: You have the right to get information that is important to your well-being, from radio, newspaper, books, computers and other sources. Adults should make sure that the information you are getting is not harmful, and help you find and understand the information you need.
Article 19: You have the right to be protected from being hurt and mistreated, in body or mind.  
Article 39: You have the right to help if you've been hurt, neglected or badly treated. 
Article 40: You have the right to legal help and fair treatment in the justice system that respects your rights.
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