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At Nationdgl Ondine Sofety, we believe in empowering porents, carers and trusted aduits with the information to hold an Informed conversation atsout online safety with thelr children, should they
feal It iz needed. This gulde focuses on one of many apps which we belleve trusted adults shoukd be aware of, Please visit www.nationalonfinesafety.com for further guides, hintes and tips for adults
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Fraudsters occasionally send WhatsApp
messages pretending to offer prizes -
encouraging the user to click on a link to
win. Other common scams involve
warning someone that their WhatsApp
subscription has run out (aiming to dupe
them into disclosing payment details) or
impersonating a friend or relative a
asking for money to be transferred to
help with an emergency.

DISAPPEARING MESSAGES

Users can set WhonAp? messages to
dlsoprcv in 24 hours, 7 days or 80 days
by default, Photos and videos can also be
instructed to disappear after the
rociplom has viewed them. These files
can’t be saved or forwarded — so if your
child was sent an inappropriate
message, it would be difficult to prove
any wrongdoing. However, the receiver
can take a screenshot and save that as
evidence.

ENABLING FAKE NEWS ﬁ

WhutlAlpp has unfortunately been linked
to accelerating the spread of dan?erous
rumours. In India in 2018, some outbreaks
of mob violence appear to have been
sparked by false allegations being shared
on the ofp. WhatsApp itself took steps to

revent its users circulating hazardous
heories and speculation in'the early
weeks of the Covid-19 pandemic.

@ the app, but the

POTENTIAL CYBERBULLYING

Group chat and video calls y
are ?root for connecting with & \
multiple people in Wha shpf, but § D"” |
there is always the potentiol for 0 e
someone's feelings to be hurt by an
unkind comment or joke. The ‘onl |
admins’ feature gives the odmln(vc) ofa

group control over who can send
messages. They can, for example, block

| people from posting in @ chat, which could

make a child feel excluded and upset.

To start a WhatsApp chat, you

only need the mobile number of

the person you want to message

(the other person also needs to have

the app). WhatsApp can access the
address book on someone’s device and
recognise which of their contacts also use
the app. So if your child has ever given
their phone number to someone they don't
know, that person could use it to contact
them via WhatsApp.

LOCATION SHARING

The ‘live location’ feature lets users
share their current whereabouts,
allowing friends to see their movements.

» WhatsApp describes It as a “simple and

secure way to let people know where you
are.” It is a useful method for a young
person to let loved ones know they're safe
= but if they used It in a chat with people
lhor don’t know, they would be exposing
thelr location to them, too.
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CREATE A SAFE PROFILE EXPLAIN ABOUT BLOCKING € /-4 REPORT POTENTIAL SCAMS

{ =
Even though someone would need a child's If your child receives spam or offensive »w Young people shouldn’t ge with any
hone number to add them as a contact, messages, calls or files from a contact, they & message that looks suspiclous or too good

a
profile settings to res nJ who can see their Communication from a blocked contact won't message from an unknown number for the
hoto and status. The options are show up on their device and stays undelivered. first time, they’ll be given the option to
everyone’, ‘my contacts’ and ‘nobody” - Blocltlnﬂ someone does not remove them from report it as spam. If the sender claims to be
choosing one of the latter two ensures that our child’s contact list - so they also need to a friend or relative, call that ronon on their
your child’s profile is better protected. e deleted from the address book. usual number to verify It really is them, or if
it's someone trying to trick your child.
e

LEAVE A GROUP THINK ABOUT LOCATION ¥ a%SESrAF ACCIDENTAL .  CHECK THE FACTS

If your child is in a group chat that is If your child needs to use the ‘live i GES . - You can now fact-check
making them feel uncomfortable, or location’ function to show you or WhatsApp messa that
has been added to a group one of their friends where If your child posts a messa “"{ have been forwarded at
that they don’t want to be they are, advise them to want to delete, WhatsApp allows the 544t five times, by
Gla" of, they can use #was  share their location °":¥ user seven minutes to erase a double-tapping the

hmsApﬁ'a group settings 4% | foraslong as they need to. message. Tap and hold on the magnifying glass icon to the
to leave. If someone exits a m WhatsApp gives a range of message, choose ‘delete’ and then righgt of the message. From

roup, the admin can add *live location’ options, and your delete tor everyone. However, it's there, your child can launch a “

em back in once; If they = child should manually stop sharing important to remember that Google search and decide for
leave a second time, it s their position as soon as itis no recipients may have ')""‘ and themselves whether the Lo @
permanent. longer needed. taken a screenshot of

before it was deleted.

t's also worth oltorln? oung person’s should block them using ‘settings’ In the chat. to be true. When your child receives a g ’
a7

S moysage. message was true or not.

Meet Qur Expert

Parven Kaur is a social media expert and digital media
consultant who is passionate about improving digital literacy
for parents and children. She hos extensive experience in the
social media arena and is the founder of Kids N Clicks: a web

resource that helps parents and children thrive in o digital world, 4 . #wakeUpwednesdas
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Instagram is an image and video sharing app that
allows users to share moments with the world. The
app has a live streaming feature and additional
add-ons, such as‘Boomerang; ‘Hyperlapse’and
‘Layout; which can be used to enhance their
feed. Users can choose to add filters and make
adjustments to their photos, such as brightness/
contrast. To make their content more searchable;
users can include hashtags in their uploads to
make them easier to find.

t aréﬁts ‘need Lo n anut

.. INSTAG TAGRAM 2\

LIVE STREAMING TO STRANGERS
Thve lve stream feature on instagram allows users to
connect with thelr friends and followers In real-tinve

Followers can comment on the video during the broadcast
(which can be turned off in the settings). if your child han
a private account, ondy their approved followers can see
their story. i is Important to note that they still may have
followers that they do not know, which means they could
be Bve streaming to strangent. A public accoumt allows
anvybody to view their story. We supgest that your child
Goes through their followers Bt and blodks people they
do not know. An additional risk with live streams is that
your child may do sommething that they regred, This coutd
be captured by a viewer taking a screenshot and further
shared around the IMemet.

***NEW FOR MAY 2018***

IN-APP PAYMENTS

Instagram Is rolling out in-app payments
for products and services directly through
the app. It will operate under the same rules
as Facebook Payments, which state if you
are under the age of 18, you can only use
Facebook Payments with the involvement of
a parent or guardian,

@

DAMAGE TO CONFIDENCE, BODY
IMAGE & MENTAL HEALTH
Whean influencers, celebrities or peers use filters on thelr
photas or videos on astagram, it can sel unrealistic
expectations of their own appearance and create leelings
of insdoquacy and low self-evieem. Childeen may Ury
19 strive for a comparable number of likes on thelr own
Photo 1o a0 Image of video that has Been edited heavily.
o -
Pl ~
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REMOVE PAYMENT
METHODS

If you are happy for your child to
have a card assoclated with thelr
Instagram account, we suggest
oddin? a PIN which needs to
be enfered before making a
payment; this will also help prevent
uvnavuthorized purchases. This can be
added in the payment setfings tab.

¥¥¥NEW FOR MAY 2018***

FILTER INAPROPRIATE
COMMENTS

Instagram announced on 1st May
that they now have an ‘anti-bullying’
filter on the app. The new filter hides

comments containing altacks ona
person's appearance or character,

being or health, The filter will also alert
Instagram to repeated problems so
they can take action on the user if
necessary. This is an automatic filter,
but it can be turned off. Make sure this
is furned on in the apps seftings.

RESTRICT MESSAGES

If your child’s account is not private,
anybody can message them ond
reply o their storles. If they do wish
to keep thelr account public, we
strongly recommend changing the
message reply seftings o restrict who
can message them.

Top Tips

9

Posting photos and videos ks Instagram’s bigoest selling
point, 30 with sharing images comes riske, A photo which
indudes landmarks in the area, their schoal uniform,
street name, house 3nd even tagoing ia the location of
the photo uploaded to instagram can expose the dhild's
location making it eay to locate them, If thelr accoumt
not set 10 private, anyone can access thelr account and see
thelr Images.

HUACKED HASHTAGS
Liks Twitter, hashiags are alio an extremely prominent
tool In Instagram and with that, comes potential risks
for your child.One person may uie a seamingly Innocent
hashtag with one thing in mind and before you know it,
husdreds of peophe could be using the same hashtag for
omething napprogriate or damgercus that your child
cortaindy shoaddn't be exposed to.

LOCATION TAGGING

Public locations can be added 10 a Users pholosvideos
and alo 1o thelr itories. While this may seem ke & good
idea At the tiene, it can expose your childs location; this is

particularty moce of 3 risk I it j2 on thels sloty, aa it s in

realtime

[arengs

TURN OFF SHARING

Even though this feature will not stop
people from taking screenshofs, it
will stop others being able fo direcily
share pholos and videos from a
story as a message fo another user.
This feature can be turned off in the
setlings. We also recommend turning
off the feature which aulomatically
shares photos and videos from a story
fo a Facebook account.

as well as threals to a person's well- \‘o

USE A PRIVATE ACCOUNT

By defaull, any image or video your

child uploads fo Instagram Is visible

fo anyone. A private accouni means

that you have to approve a request

if somebody wants to follow you and

only people you approve will see
your posts and videos.

)
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At Natlono! Online Safety, we belleve in smpowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with thelr children, should they feel
It is needed, This guide focuses on one of many games which we beileve trusted adults shouid be aware of, Please vislt www nationalonlinescfety com for further guldes, hints and tips for adults,

WHAT ARE

PUBLIC SERVERS

Joining a public network (caolled a

ufvu':? lets your child potential

interact with strangers through text chat.

Some servers focus on bullding, while

others are dedicated to role-playing ~

oncourughg direct player interaction. Anyone
oin public servers and connecting to one

can

is relatively simple. Public server IP addresses

(and therefore someone’s location) are easy

to find with search engines.

GRIEFING

Some polc‘:' Ilo (l’n Mlnolcrclt ddo.ll ht I:\
urpose ama or destro
gnmu 4 s crga on. This is ¢y>ul ed
‘griefing’ and Is a form of bullying: it
Intontlonollr srolh someone else s
experience In the game by deleting hours of
their work and forcing them to start from
scratch. Many public servers treat griefing as a
severe offence and frequently ban cffenders.
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SCARY ELEMENTS
child lz.lo

The visual design and
Minecraft is Ipur
there’s nothing too untoward in the game,

, $omo of the ‘baddies’ that can be
encountered might © a little too scary for
very young !playon. In the game, certain enemies
come out at night and are accompanied by
audio - such as zombie moans and skeleton
bone rotties - that may unnerve young ones.

/

ADDITIONAL PURCHASES

£

After Initially buying the game,
players can make optional extra
gurchcus for cosmetic items and other

onuses. Minecraft ms is an optional ¢
online sul ption (requiring regular
payments) that lets users run a multiplayer
server to play with their friends. Most qamos
consoles also need an active subscription to

enable online play — so online gaming can .
quickly become an expensive hobby, @

s
ADDICTIVENESS

Minecraft's gameplay is relativel
impk ond!go teee ne (when uychl
has buiit something new, for instance) can
ly gratifying. This can make the game
highly addi It's easy to lose track of time
fike

Minecraft, causing committed
P‘p?ﬁuymng to fi moboui her activities
or enjoying family time,

- : L [

y

Advice for Parents & Carers I

]

RESEARCH CONTENT CREATORS

There are a lots of Minecraft content

—

W e

HOST A PRIVATE SERVER

The easlest way to find a safe server for
r‘our chiid to play on is to make one yourself, =
osting a server prevents stra rs from finding it,
unless 've been given the necessary join
dotolls. A private server also lets you control who's
allowed to entor and - If nmnovﬁ- to ban
someone who shouldn’t be there, This Is the closest
equivalent to parental controls in Minecraft.
\

R —

CHOOSE THE RIGHT MODE

Selecting ‘Creative’ or ‘Peaceful’ mode allows
children to play Minecraft without having to
contend with enemies, It's also a great for
you to get used to playing the game with them,
content creators’ channels yoursel first Is a safe since difficuity level Is lower. This allows you
wcxto find appropriate Minecraft videos to share to work together on a loon&-uﬂn project, creating
wit r children. This also helps you learn more something special without the threat of moaning
a the game itself, and how your child plays it. bles or pers d ging your build.

I R N —— ‘m‘ ——]
ENCOURAGE BREAKS TALK ABOUT STRANGERS
At some point in their lives, almost evi

it's easy for the hours to fly by while your child is playing eryone
Minecraft, so umindlng them to take regular breaks is essential. contact with a stranger online. Talking to r child about online
This Is a useful way for them to learn time munowmt. which safety, therefore, is essential ~ as is having a plan in place for
m to pla dealing with any hostile or difficult strangers. Ensure that r child knows

th:rll benefit from as they get older. It will also teach play
their favourite games in moderation - limiting addictive behaviour and never to tell o str about themselves online, and that they should come
to you straight away if they do encounter a problem.

allowing them to manage their day better.
L .

creators who release holpful videos aboutthe ..
ggmo on YouTube and Twitch, Not all of these,
, are suitable for chiidren. Wotching these

needs to have
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Meet Our Expert

Clare Godwin (ak.a. Lunawolf) has worked as an editor and
joumnalist in the gaming industry since 2015, providing
websites with event coverage, reviews and goming guides.
She is the owner of Lunawolf Gaming and is currently
working on various gaming-related projects including
game development and writing non-fiction books.
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At Natlenol Oniine Safety, we belleve In smpowering parents, carers and trusted aduits with the Information to held an informed conversation about online safety with thelr chiidren, shouid they feel
It is neaded. This guide focuses on one of many games which we belleve trusted adults should be aware of. Plsase visit www.nationalonlinesofety.com for further guides, hints and tips for adults,

Ja"twﬁéf'f(ﬁ-‘nts & CarersiNeed to Know about

T ARE
THE RISKS?

CONTACT WITH STRANGERS | &

Roblox encourages pl to
» communicate online (including a
s group chat facility). This could expose
chil to risks such as scammers, online
redators, harassment, griefers and more. 1
he in-game chat has some filters, but isn't ¢
perfect: players can still send harmful
messa to others ~ such as scam links or
general hostility -~ while predators can reach
out to children directly.

PUBLIC SERVERS

Roblox has private or VIP servers

which allow people to play exclusively

with their friends, but this costs money,
Most Roblox pl%n will instead be on
public servers that anyone can join. Servers
can host games which focus on ail kinds of
aspects, ing direct player interaction.
Some games and servers, therefore, will put
children more at risk of contact from
strangers than others.

]

;

ONLINE DATERS

These are also called ‘ODers’

and are quite common In Roblox. An

ODer is an individual who joins a gome with
the intention of finding someone fo date
online - and eventually meet In person. Such
online dating is against the Roblox
community guidelines, but this usuullx
doesn’t deter ODers. Some player-bul
Roblox game worlds have even been
dol:.lgnod with online dating specifically in
mind.

Roblox is actually fres to download

and play, but bear in mind that ‘\

there are some hidden costs. Players _

are encoura to make purchases

in the game, for example, using real

money. Poorla can also buy extra

Robux (the -game cur to 2=

o spend on cosmetic items in the game, .a:
while it's possible to purchase a private &
or VIP server, -

. l.'ll|ll‘I A

Adve _&‘g Parents & Carers

SET PARENTAL CONTROLS i

which are explained well on the gome’s ozlclol

' DISABLE PRIVATE MESSAGING

Roblox comes with several parental control options, ‘ﬁ Roblox's private messaging function raises the

PRIVATE SERVERS

Nyourdtlldhocwn‘\:'mm

risk of children being contacted by people th online with, a
website. it's essential to enter the correct date of birth m‘not want to c;o’ck with - potZrRlaIry‘ i/ % the risk of eo’:!%.cmforn

for your chiid, as that allows Roblox to automatically

MONITOR SPENDING

If they don’t understand they're using real money, it's easy for
children to accidentally spend a sizeable amount in the game.

Using parental controls to place limits on their spending will help
avoid any nasty financial surprises. Ensuring that you have
two-factor authentication on your payment accounts also makes it
harder for your child to spend money inadvertently,

Meet Our Expert

Ciare Godwin (a.k.a. Lunawolf) has worked as an editor and
journalist in the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She Is the owner of Lunawolf Gaming and is currently
working on various gaming-related projects including
game development and writing non-fiction books.

8 0 712
s by s e

MG ) -

ng to bull , harassment, toxicity and

scam attempt e game allows you to disable

the o| priate chat filters, The e also
cmm:nd carers to set monthly spending messages from anyone who hasn't been added
restri and monitor their child's account, as a friend on your child’s account,

RN, - {Q‘ -~ -
| DEALING WITH STRANGERS -
i At some point In their development, your child will need to ’ _“
learn how to deal with strangers online. Show them how to # \3‘,&"".

- SOome
necessarily be child
your child Is a Roblox fan, it's |
regularty about who they are playing the game with.

€

block and report any users who are ug‘uulng them or askin,
uncomfortable questions, Talking to them about what's OK to discuss
= and what they should never tell a stranger online ~ will help them
understand how to communicate with other people online safely.

= . Wy
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they
for further guides, hints and tips for adults,

There's a very good chance you've heard of Fortnite, but what exactly is it? And why is it so popular
amongst young people? Fortnite is an online multiplayer "battle royale” game developed by Epic Games,
and is playable on Playstation 4, Xbox One, Nintendo Switch, PC and mobiles. It gained popularity in late

2017 and has since become the biggest game in the world, thanks to its rapid and engaging gameplay.
As with most games, Fortnite itself is a highly enjoyable and safe experience, but it pays to be vigilant,

as the safety is not water tight,

w Wha parents need fo know abou,

FORTNITE

BATTLE ROYALE

National

Online

Safety
HWakeUpWednesday

BUYING V-BUCKS

As mentioned, Fortnite does contain in
‘chases and microtransactions in the of
“Bucks which can be Bought with real money. If
pvdododdﬂobtcx one speand
money in the sare to delete yoor caed
Information afterwaeds as it can be very edsy to
purchase more items at the peess of a few

this is the retail price of & game

TALKTO OTHER
PARENTS / CARERS

If you're concerned about play time or
spending money in the game, talk to
other parents and cacers of your child's
friends. M you approach as » collective, 8
will be easier 0 know when theis friends
are online and you don’t have to worry
about who they're playing with. It can
#h10 help curb expectations on spending
monay on battle passes and skins if
stick together.

FREETOPLAY..ORISIT? _g®

Mmubmm»wyhu
can download and play it withoet paying)
%mﬂhm

recommaended age
bﬂqhwﬁnwhu

s mmrmt el pos o Aematoed | 29

TOP TiPs for Faren[s

GAMING WITH STRANGERS

Fortnite Battle

ale is an online game, and as such,
there is a chance t

young children could come into
contact with strangers who are randomly placed into
qumnwh\dﬂv&h predict what
m uyovdon.g:mwn\cqood
idub- phyhgtog-ch«h ywpodtoqﬂh«

uramoﬁ«ﬁbylo«nbhmolwnoﬁnimk
communications, which can be done In the game's
yettings, Using catside chat apps, lie Skype or Discord
Mphmiuwwqcom“nmbmm
you're tal to and that nobody else is Nstening In,

CAN DEVELOP SOME
IMPORTANT SKILLS

It often overlooked just how

rmlog can be for young

Ortnite encowr: team play, qukk
solving and

communication; that's not oom«mon

lightning fast reflexes gamers can
develop. While taking breaks to do
other activities s of course

Mark Foster has worked in the gaming ndustry for S years as a writer, editor
~ and presenter. Me is the current gaming editor of two of the biggest gaming
UNILAD Gaming and GAMINGbible. Starting

 news sites In the world,
~ from a young age with his. he has a passion for

huno-hllunufuq“n.
XTI TN

m

LIMIT TIME, BUT BE FLEXIBLE

A game of Fortnite can last up to
20 misnates, 10 be fexible whea
s time to put it away.The

still, play with your
take it in turng; that way you're
control the time played
can keep an eye on what
re experiencing,

PLAY THE GAME
YOURSELF

Theee's no substitute for sitt r‘:?do-n
and playlng the game you o dearn
M about it Foetnite is nuhbhlof free
on almost amything you can

b«n-bocmhmboguummd

see what all the fuss is about. You never

know;, you might even be able to impeess
d-umm show them your

E::m ale Cally!

ROYALE=

Mg www Thagu v Ean < orm garvee 20 1 L 2] Fortiete LatTe 10y e PMentL guide vidio Jame Mipleper Ahooter MG Twwm i g et des com Belarior il e Ger U veded game 28T

www.nationalonlinesafety.com

Twitter - @natonlinesafety

www gl y g (o DT LI T LAAALL rens plethir re (rosspliy grid shins gl Swilah bt snodule enalde tnds Compatide mathmabingd POM P4 Mign | (www et o g v alingt DL Fertate)

Facebook - /NationalOnlineSafety
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*TIKTOK "

TikTok is o video-sharing social media app which lets people create, view and download leoping 15-second clips.
Typically, these are videos of users lip-syncing and doncing to popular songs or soundbites (often for comic purposes),
enhonced with filters, eMects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2018 and
hos tcotulod near the 109 of download charts ever since. It now has around o bill-on users worldwide.
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with any type ol mabile techncl oy, though, smortwatchos can pose nske to chikiren uniess they re used

sately Recening urmantes cols. cyber-stalking and distracting o young person when they e crossing
Qho road ore of| known nske arsocicted with smwtwalc::: Howwor, thees devicet con bring pk-nt
4 M \

AVOID CHEAP OPTIONS

A quick secrch on‘mrbld. a
soerent of chesp watcies for
ki, couting as Ftthe as £20.10s
Wise 10 avond this bargain
Basernent tech. it o dellvec o
rooc wiperience with inferior bottery
i's hoed to have Salth in v
M-un 1 salety. Thate have been
cOses of smMBwanches oa?
P hed 1o Wrock or contoct et bdeon
stick to known teands who hove o
reputotion te protect.

L —
| CONTROL CALLING

Msr( smarteatchues hove the
facdity to maoke or take colls. As

with a phaos, you want o
restrict who ynuc can coll=o¢
b Wt
t (M!.d comocts who
N ore alowed to om:hila whh
other waiches’ ols vcv
Some need 1o connect o o
ne for calls, 86 you may be obh
Block untnown contocts vio that
duvice Faleod,

You can e

For o sma h to alow colls
Indepencentty (that is, mithout bain
conewctnd to 0 phcne via Blostocth |,
It well nead fts own mobi e cato plon,
Thix might soke the form of @ tiny §M
card that you siet Into the watch — or
an e5M, -hmwphyw:ulwﬂlu
repioced by toftware settings FRther
wary, this wil| Incur an addtonal
monthy coxt that you'l rmed to
foctor Mo any buying decision

N
ENABLE FAMILY
SHARING

Applu Weonches omn cheap, but
~alow loals,
owing parents |o control cals,
mg”vg and emal s on the device,
02 wel & o boation racking system
Ut con Send akirts If kids wandes
bgw" pra—set Boundaries. Their
function -nob&n chidren 10
corloct ame
imlmh oll

| SOIVICes
u N touble, wihich

8o alerts porents
ona mnn

TRACK ITS LOCATION &}

Both Apple ong Androld devices
Pove w alow you to track
a S ‘s how Thuy con
d»nmou an oudio alert —
those cushionhurling
a treasured device

ommomuoconmm:nolm
Gting the waneh in the first ploce

on'tbom olhcnml!gu‘n
ommgeo!roek yous chi
thide wateh, moke hem
olmolm o You could

...
THINK "SAFETY FIRST

Smorteatches are often worth
hundreds of pounds, which can
young peop s one a
target dor thaves. Advies your chikl
io koop the watch hidden in public
when poestie) and net to resist #
maggers demand thel watch |f
10 brock @ stc{en
mce. pass that information to the
polen: kcation data lsn't clwoys
ccorate, 10 you could end up
wrongly Geousing tomeons

STORE MEDICAL INFO

Devices induding the

Samsung Sof axy 'Watoh ond

Apglo WONCh con store N~
omnoer's medicol detaiks (such

b ui::d madicol coooar’om).

pre—ouiat

potentiolly

sorvices octoss o vnnl ma‘m

in 0 erisis. Those devioes olso have

novo fol' ootou-:t“\ Mm mso
LONT MeS0000 10 el oc (3]

olorg with & mop showing the

woorer s koation

USE THEM AS
MOTVATION

M you u worried your child's
:rl oo much time

on the zofa staring at
u:mm imartwotches ame great
litheas m'xkon and can be o

noentive to meving

» duvices wil dert the wecree

I thay vw bean inoctive for a long
tima and sncourage them % do
2O exercise, wolches
record the user's doly step courd
and measurs other health metsics.

BE MINDFUL OF BEDTIME

smoriwetchas offer slosp tracking, which soeme [usualy clder) (
chl;-n use o juitity .-cx e 1o Bed. However, that also presents o 8
templotion to Masaoge or check sodol media lote at night, even i -
ordmory thelr phomndmnnmn Urntlerks theee s o valid easen not te, you codda
? acheel hours. The o cvcrmg-inm-m-no-rg!m- -nomgcmchldIunrvm-mml:hine-wmonJMUa
that |{ =t baing used for ot charger stays in o dfferent reom.
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MAKE THEM COOL FOR SCHOOL

Some wchodl s have banned tmwhu*h.l.upug have been uzing
tham ot substitute phones. F your chid's 2choo permE tham, some
duvices can be set to prevent distrocticns in doss. For unmplo Apphe's
Schocltime fegture turms thelr walches into time-keeping devices
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PLAYSTATION 5

Tha PlcrySacioon S s the nact -generciion

ViSO gorme conscle from Soay. Eoffers improved
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Safely setting up your Playstation 5

PlayStation 5 Blurray
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YOUTUBE KIDS

YouTube Kids Is a child-friendly version of YouTube which offers a colourful and easy-to-navigate
onvironment thot's sultoble tor young children. This app is easily accessible and available for mobile
devices, which can be downloaded without needing the YouTube app on the device. Despite YouTubeo -l
Kids uoming like a very child-friendly platform, it hos ralsed concems over its advertising and -
inappropriate content seeping through the curation process.

Downlood the Youmba Klds
app and connect your own I
YouTube channel.

Input your child’s name,
ago and birth month.

4 you want to include for your
child based on their age and
your own penonol choice.

the content yourself, the

app will present you with
sample videos for you to

accept and reject.

choice, you're ready to use
the app!
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FACEBOOK

With 2.8 bllllon users, Fooebook, owned by the recently robranded Meta, is the world's most

SEANATT ) bt S0l i sabaty s thies e Mindy el o the

cherd

oLy o Bor Aunhar guldes Nres ol g
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) v,

ulor

soclal media platiorm. It encourages interaction with other people by {among other things
adding them as friends, reacting to or commenting on their content, sharing images and
videos, posting status updaotes, joining groups and playing games. Facebook is free,
and anyone over 12 can join - but with no age veritication, younger children can

TARE |-
)
[

]
ADDICTIVE NATURE

Facobook's quick reword oyole of likes and
comments on showed posts can be hugely
addictive. It enCoWages USeTS 10 Keep
returni a.to post things ond ingcrooses
FOMO (; Fear Of Nissing Out), whioh
leods 10 poople ohocking the opp even
maoro frequently and fin themsolves
ondlossly soro through content

CYBERBULLYING

A 2021 Sdeom report found thot around ome In
four UK 12=15-yon
ot trelled {imentionolly antagesssed online
toteboot, zrm can hopgcu Rrough privote
messoges (on Focebook Messenger ), huetiul
comments on their prodiles and posts,; a8 Of
gvonm 201 up purposely Lo torment @ victim; of

welusion from p&ov Qroups.
e

FUTURE IMPACT

Like most social media plotforms,

any! posted on Focedbook [savex o

numanom ‘digital footprint’, Thiz con have
ture conuq.u-ncu for young pecple

many universities and amployers, for

sxample, now review tomeons's Facebook

leo{mo during the applicotion process

r~olds hod been cxbotbd&ltg"

( CONTACT FROM STRANGERS

Just liko i the offline world, there are 1
on focebook with malicious ntentions. Ofcom
reports, for nstoncae, thot 30% of
12=16-yoar-olds have recolved a friend request
from o strangers, This, sadly, can includo
individuals seoking to toke advantoge of
\/mprossionablo yowngstors.

\

A

oasily create an oocount: it's likely your child s already famillar with the
platform, even M thoy don't yet use It themselves.

rocebook oncoumﬂ;s you e L “what's on
your ming”, bt children should be wary of
revealing too much about thamselves online.
Users oan give awoy thel location b!'chocking
in of using Foacebook Live, for examale, wivle
some 0s con al4o be traced using file data.

INAPPROPRIATE CONTENT

FOLLOOK ManRors and removes mateviol
like hote spoech o¢ extrome politicol views,
wivie odverts on the plotform are now
forbiaden from tovgogln unaer-18s based
on their imorests. OfF, Ve content Bn't
olwary's 10ken down instantly, nowover, 5o
tnore's still o risk of ohikiren oncountering it

{ VIDEOS AND STREAMING

Focebook Live lets usors stroam vidoo live

to thoir riends or watoh others' broadoosts,
Viewers can comment in roal time, which is
problematio to modarate. SHot user-oreotod
olips called Reels con now olso be displayed
on profiles and teeds. These video features
oould contoin unsuitob ke mataerial or allow
chikiren to be cojoled im0 doing something
on camaro thot t wouldn't pormaly do.

\' 5. ) Advice for Parents & Carers (

KEEP ACCOUNTS PRIVATE

In the settings oreo, you con choose whather
0 Focebook profile is publc or privete, By far
the salest option is to switch your ehid’s to
private, so t con only intercet with people
who they are Iriends with on the platform,
Focebook's settings can olwe provent your
chikd's sonal imtormation (such as

contact detalls, school nome or dote of

/‘

\

/

(ENCOURAGE SAFE FRIENDING

Facebook can help your child to stay

conmected with the roop{o ord the thinge

that they care about. However, It's important

for them to undlerstand that they should enly

accopt Irlend requesss from o who they

know. The key questions 1o consider are “hos

zom chiki met them In person?” and “do they
now and trust them snough 1o fesl comiortable

Qccapung tham os @ Facebook Irlend®”

»
Lot your chikl wotch you wsing Facebook = this
will domansirate how it con be wsod salely and
oppropriately, reducing the risk of them
encouﬂwrmg haormtul content themsalves. Teach
them the habit of thinking befars enaring
onything onlne and try 1o follow the same rules
that you set for tham = 5o If you agree time limits
on your ehilcl’s Focebook use, then you shoukd

A birth) rom appearing publicly

7 SAVVY SHARING

Make sure your child reolises that what they
share anline with frieexis con ond up

shared oeoln by others. [t's important tha
thay think about what they share online and
who they share it with. Facebook's ‘Audience
Sehctor ?wos wsors the option to Mter who
soos whaot thoy are sharing, whenaver a
status is updated, photos are uploaced or
anything is poated

T )

(RESPECTBOUNDARIES 7,

Once you've tolked about Focebook safety
with your ¢hila, give them some space ond

Powover, that you're always open to discussing

sockal modio If they need to. In the «mr $10Qes,

you could ocoasikanally review your child’s social

medio activity with tham te put your mind of rest

= but take core not to become reliant on
\Ghecking It every night
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trust them to maoke smart choloos. Make It cleor, -
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b

stick to tham, too,
BLOCK AND REPORT €¢

On Facebook, you're able 10 repon

harmiul content and block particulor p«'?lo
or groups 5o thoy can't contact your cnikd or
view thair protile. Bafore thoy stort m«aln?d
setious time on the platiorm, show youwr ohi
how those featuras work and explain why
they might need 10 be used. Facebook's
Bullying Prevention Hub olfers advice on

dea ling with harassment on the plotferm

Online
Safety’
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we balleve trusted adults should be aware of. Please visit www.nationalonlinesafaty.com for further guldes, hints and tips for adults.

The Switch is a hybrid console released by popular video game company Nintendo in 2017. It's
classed as a hybrid because it’s designed to be played both at home on a television, like traditional
consoles (think a PlayStation or an Xbox) or out and about like a portable console, such as a
GameBoy. It uses two detachable and wireless 'Joy-Con’ controllers on either side of the console’s
NINTENDO screen, which can be used by one or two players. The Switch can be played on the internet with the
SWITCH purchase of Nintendo Switch Online, in the living room together or on the go during long journeys,
but bear in mind it needs to be charged just like anything else!

What parents need to know about Q‘

oizs” @B Top Tips For Farens 0 o=

#\NakeUpWednesdau

PARENTAL CONTROLS ONLINE RESTRICTIONS || PLAY WITH YOUR CHILD

Nintendoreleased a free Anothaer major inclusion in the app is the One of the wonderful things
that can be ability to block your child from seeing about the Switch is that there
‘ x anything to do with age

There's also an extremely
that restricts access to ga
got the app on your mobile communication features
device, it's a simple process to on the internet. This indudes

pair your two devices, giving private messages and unsolicited
you a suite of options to help Should you be concemed that stra
make sure your child is having . x miﬁtbeushqﬂ\emlohlktoyour

fun in a safe and structured a simple press of a button will disallow be played with two or more players
environment curated by you. any access they might have. using the Joy-Con controllers.

NINTENDO ESHOP SETTINGS

In the Nintendo eShop you can set up a password to help stop your child or somebody else from accessing any sensitive information,

such as bank account details. The options here indude entering & pas: to access the eShop to with, when any saved credit

card information access is attempted, or -nPayPallsac:osud.Choosl Mlman protected helps ensure you're

mdﬂdbmmﬂnsbophvgamthy
is made ensuring no mishaps occur.

deciding what level of access is given on the device. For example, if you're
might want, you can allow access to the eShop but introduce the password

LIMITING PLAY TIME SET PLAY TIMES ) SEE PLAY HISTORY

By linking the app with the Nintendo Another handy feature Islhe The Nintendo Switch Parental
Switch, you can set time limits and ability to set Tl awonalwa report
reminders when you think h for days of the week, all

time has been spent playing. it lets you to tailor play time qnods t&v

you see if a game s still played you and your child's schedules, Thlsingm(wayloivou

and gives you the option to This is great for setting favourite or most played games and

automatical putﬁ\ecomdelmo ing for you to find
a title before talking

slup modn tho gaming
This shoul uudg:ﬁa resort utine. It will als ) you wur child about it. It could also

momgsnm»duuumn
between you!

Mee{ our exper{

Mark Foster has worked in the gaming industry for 5 years as a writer, editor
and presenter. He is the current gaming editor of two of the biggest gaming
naws sites In the world, UNILAD Gaming and GAMINGDbIble. Starting gaming
from a young age with his siblings, he has a passion for understanding how
games and tech work, but more importantly, how to make them safe and fun.

httpr/fwww.sintendo.comirwitchisystem!, hitpe ' www.nintendoco.skiSuppert Parenty Satety Keoping-your-child-wafo/ How-doss-Nintendc-kee p-your-child-safe 883083 html,
hitpsed)www. youtube.comiwatchve PLAWROWI 29 hitps. ) www.antendocouuNinesds SwitchiNintende Switch Online/Nismtendo- Switch Online 1183143 . himl

www.nationalonlinesafety.com  Twitter- @natonlinesafety = Facebook - /NationalOnlineSafety
Usars of this guide do 5o at thelr own discretion. No liability is entered into. Current as of the date of release: 31.07.2019




At National Online Safaty, we beliove in ompowering parents, carers and trusted aduits with the information to hold an informed conversation dbout online safoty with thoir children, should thoy foel
itiz neaded. This guide focuses on one of many games which we beliove trusted adults should be aware of. Please visit nationalcolfoge.com for further guides, hints and tips for adults.

What Parents zgarers Need to Know about -

<EA SPORTS.FC 24"

~After two decades of holding the official FIFA licence, EA Sports’' phenomenally successful football video game QESTRIC'
series has embarked on a solo run at goal. This season’s iteration marks the debut appearance of a new name % &
‘ ¥'and branding, but don't let those fool you - EA Sports FC 24 is still @ very similar proposition to last year ‘s ¥ " »

\ A

ce
RECURRING RELEASES

EA Sports FC 24 effectively
picks up the FIFA template ~
meaning that aﬁot o ear, we
canexpect EA S 25 to hit
the shelves. U, tos between
versions of the FIFA franchise tended
to be minor, but (oung fans of the
game are almost certain to want the
new edition in dround 12 months*
time, $0 they con kee| playing with
updated team kits, players and

2 squad lists,

S

NN

~ OFFENSIVE VOICE CHAT

FIFA 23 Introduced cross-platform
play, and EA Sports FC 24 goes a

? further with Clubs, Seasons and
Ultimate Team ¢ rative modes
across PlayStation 5, Xbox Series X
and S, and PC. That's exciting news
for youngsters who love to with
friends online ~ but connecting o
much wider audience does
potentiaily lines of
communication between children
and far older online gamers.

IN-GAME PURCHASES

in FIFA, Ultimate Team proved * x
to be a profitable innovation for
| developers Electronic Arts (EA),
and is now found in many of their
other titles. Players spend in-game
currency to recrulit better footballers
for their team, but this process can
take a frustrati ly long time ~ so
mn fans may tom ed to skip
by payl ~world cash
to unlock that covetod star
midfielder.
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EA Sports FC 24 with friends is ly enjoyable;, but if
Ve ty| pos start to turn toxic oum%.,‘f
!(hlh ten in on the voice chat of your
ns that zm s may be about to boll over. ﬂils cw
mnws. volce contact with
yers can be turned off in the game’s settings.

FIFA 23. Popular features such as Ultimate Teom remain a big’ focus, meaning that potentially costly \v
in-game spending is still among | the line- up of risks that parents and carers should be aware of.
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ULTIMATE TEAM @ &=
SCAMMERS @

Since the mode was introduced,
Ultimadte Team has been a target of
scammers who attempt to coax
players into buying or sellin
outside the terms of service from EA
and console manufacturers. This
shady practice can lead to accounts
being banned and in-gaime items
being lost. In some cases, young
amers have also been hoodwinked
to handing over their payment
detuails to the fraudsters.
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Just like real-life football, EA Sports =

FC 24 offers a thrilling, dynamic

blend of tactical awareness and skill

that Iar;ls find absolutely

engrossing. AmMon: you 3 ers

in 3mw%r, this cou ] nge plcy

identifiers of o amlng disorder as

they plead for “Just one more

gama g‘e';orﬁ bed:lmn:’ or spend
actically all weeke m

m’on matches to earn o%

Ultimate Team packs.
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