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1. Introduction

1.1
The responsibility for the management of access to services on the computer network rests with Efficient Government and Service Delivery (EGASD) and users must adhere to the standards specified by the service.  Further details of these are included in the corporate ICT standards covered by Management Circular J2.
1.2 This circular provides guidance on the safe use of ICT technologies for staff who access services on the education network.  All staff must adhere to the procedures and these will be subject to regular monitoring.

2. Services on the education network
2.1
The education ICT network is part of the corporate network system but operates as a virtual network.  It provides a broadband link to GLOW and worldwide web.  The aims of the facility are to enrich and promote effective learning and teaching, to support staff development and to enhance the efficiency of school management and administration.  It is important that the service operates in a safe and secure environment.
2.2
Access to the internet service must be from the approved internet service provider (ISP) only.
2.3
The safe and secure use of the internet and the local intranet requires all staff and pupils to be aware of the potential and dangers associated with on-line access.  All users must behave in a responsible manner at all times.  To meet these requirements, appropriate training must be undertaken before access permission is granted.  Details of the courses available are in the QIS catalogue.
2.4 The internet induction programme for all users will include the following:

· information about roles, responsibilities and procedures

· procedures for the safe use of the networks

· an explanation of the acceptable use policy and its implications

· procedures for managing incidents of inappropriate use

· the allocation of user name and password

· login and logout procedures

· file management procedures

· e-mail and world wide web access procedures

· guidelines on electronic publishing, including the requirements of the Data Protection Act (1998), the Design, Copyright and Patents Act (1988), the Computer Misuse Act (1990) and the Defamation Act (1996)

2.5 ICT networks and access to the internet require management control, monitoring and auditing to ensure appropriate and effective use.  School computer systems must be routinely monitored to ensure that users conform to the acceptable use policy.

2.6 The responsibilities of staff in these processes are covered in Appendix 1.

3 Electronic Mail

3.1 All electronic mail must be held on the establishment mail server to allow monitoring access for audit and quality reviews.  It must also be archived.  All e-mail sent and received will be subject to filtering and virus scanning by the ISP.  Routine audit procedures must also be established by the head of establishment.

3.2 External web mail services (eg Hotmail) must not be used because they do not allow the monitoring necessary to appropriate use, including child protection needs.

4 Electronic Publishing

4.1 The establishment intranet and web server can be used to store and transmit electronically published data.  Therefore, it is essential that all data held conforms to the requirements of data protection, copyright and computer misuse legislation.  At all times due account must be taken of child protection issues.  Further advice on these issues is included in Management Circulars A8, J1 and C5.  There must be no publication of personal details and personal photographs because there is a risk to individual pupils.

4.2 All public access materials published on the internet must be approved by the head of establishment who must ensure adherence to guidelines and quality standards.  Material for public access may be published only on web sites approved by the learning and leisure service.  Advice on approved sites is available from Morag Hay, QIO.
5 Acceptable Use

5.1 Procedures which will ensure safe and secure on-line internet access for pupils are contained in Appendix 2.  These outline the terms and conditions for pupil access to the internet.  Unacceptable use may lead to the withdrawal of access and further disciplinary action.

5.2 Before permission to access the school network and the internet is granted, pupils must sign the acceptable use agreement included in Appendix 2.  In addition, parents or guardians should be asked to countersign pupil agreements to confirm their support for the procedures, practices and standards expected by the school. A customised version of the letter in Appendix 3 may be helpful in giving parents background information about the internet.

5.3 The head of establishment must ensure that all staff are aware of these guidelines.  Appendix 2 will also be helpful in establishing the procedures for staff access.  All staff should be made aware that inappropriate use may result in disciplinary action.

6 Procedures for dealing with inappropriate use

6.1 Although internet communication will be filtered by the ISP, access to unsuitable material may still be possible.

6.2 Where this happens accidentally, the following action to reduce the risk of repetition must be implemented:

(1) The staff involved must record details of the circumstances and inform the head of establishment.

(2) The head of establishment must:

· review local filtering

· inform the ISP and request appropriate adjustment to the filter policy

· notify Bill Connolly, ICT Advisor if appropriate

6.3 Where deliberate and malicious inappropriate use of the intranet or internet is suspected the matter must be reported immediately to the head of establishment or head of service, where appropriate.  He/she should take the following action:

· review procedures to prevent further repetition and to ensure the safety of pupils

· make security copies of any files or logs related to the incident

· initiate a formal investigation and consider referral to the formal disciplinary procedures

6.4 The head of establishment must maintain a record of all instances of significant misuse of the internet.

7 Supervision of Internet Access

7.1 All access to the internet must be through the approved ISP.

7.2 Although the filtered service from the ISP blocks access to “blacklist” sites, and provides continuous filtering of web pages/newsgroups/e-mail and the scanning of file downloads and electronic attachments, there is no guarantee of foolproof operation.  Consequently, all pupil access to the internet must be subject to approved adult supervision. Pupils must not be permitted unsupervised access to the internet.

8 Monitoring and Reviewing of Internet Use

8.1 Details of all network and internet access will be recorded automatically in server logs to allow audit and the evaluation of use, for example, the contribution of internet access in the curriculum. Regular backups of all internet access logs will be made and stored.

8.2
The head of establishment should review the use of the network and internet on a regular basis to evaluate their contribution to teaching, learning and the general work of the establishment.
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APPENDIX 1

Roles and Responsibilities

(1) The head of establishment has the following responsibilities:

(a) to ensure implementation of the internet access policy

(b) to ensure the establishment internet access procedures complies with education department guidelines

(c) to notify of any incidents involving serious misuse of the networks to the education department

(d) to notify parents of any significant misuse of the establishment ICT network by their children

(e) to monitor all electronic mail sent or received by staff and pupils using the networks

(f) ensure that internet access is making an effective contribution to the work of the establishment

(2) In particular the head of establishment must ensure that the following tasks are undertaken:

(a) the provision of internet induction training for all staff and pupils

(b) the completion of all acceptable use agreements

(c) the maintenance of an accurate inventory of network users

(d) liaison with the ISP to amend the filtering service as appropriate

(e) the investigation of any incident involving misuse of the school networks and the maintenance of a record of all such incidents

(f) the monitoring of the content of the school’s intranet and website

(g) the production of planning guidelines for appropriate internet use, including personal information and curriculum applications

(h) the monitoring and review of internet use

(i) regular backups of all server logs and archives

(j) the logging and monitoring of all e-mail traffic

(k) regular checks on the legality of all software and files on the network, the accuracy of the school inventory and the record of software licenses

(l) regular checks for virus contamination

(m) appropriate supervision of all pupil internet access

APPENDIX 2

Sample Acceptable Use Guidelines : Pupils

ICT Acceptable Use

· I will only access the computer and the school network when given permission by a teacher

· I will ask permission from a teacher before I use the internet

· I will not access computer files belonging to others

· I will access the school network using my own password only

· I will access only those computer discs and CDs for which the teacher has given me permission

· I will ensure that any e-mails I send are polite, sensible and responsible

· I will only send e-mails to people I know or who are approved by my teacher.  I will not forward chain letters

· I will use my official school e-mail account only to send or receive e-mails

· I will tell a teacher if I see web pages of e-mails which are offensive or unpleasant

· I understand that the school will check my computer files, e-mails and the internet sites which I visit to ensure that I use the computer and the internet properly

· I will only download material from the internet if given permission by a teacher

· I will only copy and use material as allowed by copyright legislation.  I will ask my teacher if I am not sure of the legal position

· When using the internet and sending e-mails I will protect myself and others by not giving

my name

my home address

my home telephone number

my photograph

any other personal information

any information about others

· I will not arrange to meet any on-line contact.  I will tell my teacher about any invitations to meet on-line contacts

Pupil Name ………………………………………………..

Pupil’s Signature ………………………………………….

Date …………………….

Parent’s Signature …………………………………………

Date …………………….

APPENDIX 3

Sample letter to parents (version 1)

Dear Parent

PUPIL ACCESS TO THE SCHOOL NETWORK AND THE INTERNET

Information and Communications Technologies (ICT) are an increasing feature of everyday life.  Therefore, the curriculum in schools is trying to ensure that young people are given the opportunity to develop their ICT skills.  In the school pupils will have access to our computer network and the internet.

With its benefits, the internet also brings risks since it is a global information medium containing millions of different items and resources.  Mixed with the good, there is the potential to access material which is inappropriate and potentially harmful to children.  For this reason, North Lanarkshire Council Education Department has implemented stringent internet controls and safeguards through the contracted provider of internet services to schools.  The service includes rigorous filtering of the world wide web, newsgroups and electronic mail for inappropriate and offensive material.  In addition, pupils will enjoy a high degree of professional supervision to ensure that on-line access is an enjoyable and rewarding experience.  Nevertheless you should be aware that the potential to access inappropriate material does exist and that no filtering technologies can completely guarantee that on an occasion a pupil will not come across distasteful material in some form or other.

Before being allowed to use the school network and access the internet, all pupils will be required to agree to and sign the school’s ICT acceptable use policy (copy enclosed).  The school needs your support in expecting pupils to use their access to the school network and the internet in an ethical and responsible manner at all times.  You are therefore asked to counter-sign the acceptable use policy completed by your son/daughter to confirm your approval and their acceptance of the school rules on this matter.

Yours sincerely

Headteacher

APPENDIX 3

Sample letter to parents (version 2)

Dear Parent

PUPIL ACCESS TO THE SCHOOL NETWORK AND THE INTERNET

The internet is an increasing feature of everyday life.  Pupils will have access to our computer network and the internet in school to ensure that they are given the opportunity to develop their Information and Communications Technology (ICT) skills.

Along with its benefits the internet also brings risks.  Mixed with the vast amount of good, useful information on the internet there is some which is inappropriate and potentially harmful to children.  To protect pupils, the internet service provider, performs rigorous filtering of the worldwide web, newsgroups and electronic mail for inappropriate and offensive material.  In addition, all pupils using the internet will be professionally supervised to ensure that on-line access is an enjoyable and rewarding experience.

Nevertheless you should be aware that the potential to access inappropriate material does exist and that no filtering technology can completely guarantee that a pupil will never come across distasteful material in some form or other.

Before being allowed to use the school network and access the internet, all pupils will be required to agree to and sign the school’s ICT acceptable use policy (copy enclosed).  The school needs your support in expecting pupils to use their access to the school network and the internet in an ethical and responsible manner at all times.  You are therefore asked to counter-sign the acceptable use policy completed by your son/daughter to confirm your approval and their acceptance of the school rules on this matter.

Yours sincerely

Headteacher

