
Keeping Our Children Safe Online

Please take some time to read this leaflet and to talk to your child about staying safe. 

Technology is changing so fast that it is hard for us all to keep up with it. Primary 
age children who have grown up with it are comfortable using it in a way that 
parents sometimes aren’t. Whilst in many ways our lives have changed for the 
better with these technological advances, we all need to be aware of the 
increasing risks and dangers our children face when using the internet, 
messaging systems, social networking and apps. 
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Internet safety

https://video.link/w/NooXb
http://www.saferinternet.org.uk/safety-tools
https://youtu.be/afVDJeYBbCA
https://youtu.be/afVDJeYBbCA
https://parentinfo.org/article/setting-filters-on-youtube
https://www.youtube.com/watch?v=egPNaIO_sJ8
https://www.youtube.com/watch?v=M0V3X473S8s
https://www.youtube.com/watch?v=8S7NebfITZg
https://www.thinkuknow.co.uk/
https://www.youtube.com/watch?v=yGHnTLtPhFw
https://www.commonsensemedia.org/
https://www.net-aware.org.uk/
https://penfieldbuildingblocks.org/parenting-tips/importance-limiting-screen-time/


Top Tips for Online Safety

1. Protect your devices and accounts
Take these steps to guard Internet-connected devices against 
someone who tries to break in and impersonate or spy on you, 
scam you, or use malicious software to destroy or steal your photos, 
games, contact lists, and other info.

•	 Keep all software (including your web browser) current with 
automatic updatw. Install legitimate antivirus and antispyware 
software. Never turn off your firewall. Protect your wireless router 
with a password, and use flash drives cautiously.

•	 Think twice before you open attachments or click links on email, 
instant messages or on social media, even if you know the sender.

•	 Lock your phone with a PIN to prevent others from making calls, 
texting, or accessing your personal information.

•	 Microsoft can help your family implement these and other 
suggestions at microsoft.com/safety.

3. Share with care
Information you share online about yourself or comments you 
post can become public. Additionally, they may remain in search 
results for years to come, potentially visible to a future employer 
or college admissions officer. 

Follow this advice to guard against someone turning your 
information against you to bully or impersonate you, steal your 
identity, or scam you.

•	 Avoid taking or sharing suggestive photos or videos. You can 
never fully control where they might end up.

•	 Make your social network pages private. Look for the 
Settings or Options area on your social media sites to 
manage who can see your profile, who can find you, who can 
tag you in photos, and who can make comments.

•	 Be proactive about blocking people you find offensive.

•	 Create profile pages and email addresses that aren’t suggestive 
and don’t reveal anything personal.

•	 Be choosy about adding new friends on phones or social sites, 
or in games.

2. Be a good friend
•	 If you wouldn’t wear it (say, on a T-shirt), don’t share it.

•	 Stand up for your friends. Cyberbullies are less likely to target 
someone who has a strong group of friends, and usually stop 
when a victim’s friends rally around him or her. (Cyberbullies may 
be surprised to learn that their actions may be crimes.)

•	 Don’t share online personal details of friends and family members 
without their permission.

4. Connect honestly and carefully
•	 Comply with copyright laws. Downloading copyrighted music 

or video games is illegal. And pirated files are often used to 
distribute viruses and spyware without the user’s knowledge.

•	 Stay away from copying text from the web or buying finished 
essays or reports online.

•	 Only join social media sites that are appropriate for your age, 
so you’ll benefit from their age-based privacy protections.

•	 Meeting an online “friend” in person can be risky. Protect 
yourself: always bring a parent, trusted adult, or friend and 
meet in a busy public place.

For more tips and information on being a 
good digital citizen, visit:

https://aka.ms/msdigcitdocs

Free online safety resources
For additional free online safety resources for 
educators, students and parents, visit:  
http://ikeepsafe.org/ 

This material is provided for informational purposes only.  
Microsoft makes no warranties, express or implied.
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