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https://www.thinkuknow.co.uk/
https://www.ceop.police.uk/ceop-reporting/
https://beinternetlegends.withgoogle.com/en_ie/interland
https://forms.office.com/Pages/ResponsePage.aspx?id=oyzTzM4Wj0KVQTctawUZKQ9rPowTW6BElvW_jAyTp25UQjJEMEtKOVZVT1VXVTdaMThYWk1KUDNQRC4u
https://www.childnet.com/
https://beinternetlegends.withgoogle.com/en_ie/interland
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/smart-crew-guidance-and-activities/
https://www.thinkuknow.co.uk/8_10/
https://www.childnet.com/resources/video-lessons/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.childnet.com/resources/digiduck-stories/digiduck-saves-the-day/
https://www.childnet.com/resources/smartie-the-penguin/
https://blogs.glowscotland.org.uk/glowblogs/digilearn/cyber-resilience-and-internet-safety/?dm_i=LQE%2C7F1WR%2CPY97G%2CU4P5O%2C1

Understand the
importance of having
passwords and passcodes

Demonstrate understanding
of appropriate behaviour
and language in the digital
environment
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1(;] O-0l3a

P -y

acy a

Identify where passwords
and passcodes are used
in school and at home

Aware of what to do and
who to ask for help if
something inappropriate
happens while using a
device
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https://www.thinkuknow.co.uk/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.childnet.com/
https://www.childnet.com/wp-content/uploads/2021/11/Digiduck-and-the-Magic-Castle.pdf
https://glowscotland-my.sharepoint.com/:b:/g/personal/gw17violaray_glow_sch_uk/ETtYJVFgSr9DoWvEv2a9CNQBM0BBMlgOBExMO0cCbEZA_g?e=mcIkNt
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obtain someone's
permission before taking
a picture or video of

Explain what makes a

strong password

digital technolegy to communicate with others and |
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am aware of ways to ket 'p safe and secure.
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Aware of what to do and
who to ask for help if
something inappropriate
happens while using a
device


https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.childnet.com/
https://www.childnet.com/wp-content/uploads/2021/11/DigiDuck-eBook.pdf
https://www.thinkuknow.co.uk/
https://www.childnet.com/wp-content/uploads/2021/11/Digiducks-Famous-Friend-Childnet-International.pdf
https://glowscotland-my.sharepoint.com/:b:/g/personal/gw17violaray_glow_sch_uk/EYrK2h5Zd_VMvKSvt6-aLQQBdgAy8saRLD8GDtE7vpqmCg?e=kzyRaC
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Share reasons for seeking
permission before taking
or sharing a photo/video
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Recognise importance of
using strong passwords
on own devices s

and responsibilities as a

| can extend my knqw/edge of how to use
digital technolagy to communicate with others and |
am 1ware of ways to keep safe and secure.

Recognise potential
dangers of being online
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Aware of what to do and

who to ask for help if
something inappropriate
happens while using a
device


https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.childnet.com/
https://www.thinkuknow.co.uk/
https://www.childnet.com/wp-content/uploads/2021/12/Digiduck-Saves-the-Day.pdf
https://www.childnet.com/wp-content/uploads/2021/11/Detective-Digiduck-150.pdf
https://www.childnet.com/wp-content/uploads/2020/08/This-is-Me-poem.pdf
https://glowscotland-my.sharepoint.com/:b:/g/personal/gw17violaray_glow_sch_uk/EdPogQIc5RNPtxJxIwza4BwBcIW4K9XsB-iRt2fkW7lWrg?e=UYuorM

& Aware of their rights and
. responsibilities as a
digital citizen

Demonstrate
understanding of
potential dangers online,
how to report these and
who to go to for advice

Explain need to seek
person’s permission
before taking or sharing a
picture/video of them

| can extend my knqw/nge of how to use
digital technolagy to communicate with others and |
am aware of ways to keg p safe and secure. !

Help and support others
Create strong passwords on what to do if

using a variety of something inappropriate
characters happens while using a
device



https://www.childnet.com/resources/video-lessons/the-r-rule
https://www.childnet.com/resources/video-lessons/the-t-rule
https://www.childnet.com/resources/video-lessons/the-s-rule
https://www.childnet.com/resources/video-lessons/the-m-rule/
https://www.childnet.com/resources/video-lessons/with-a-heart/
https://www.childnet.com/resources/video-lessons/the-a-rule
https://www.childnet.com/
https://www.childnet.com/resources/video-lessons/
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Understand what makes
a digital citizen, citing
examples of appropriate
online behaviours and
actions

- Recognise legal age for

Understand appropriate i) social media sites and
content to share in an ) \ . aware that actions online
online profile § can be deemed illegal or
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https://www.thinkuknow.co.uk/8_10/watch/
https://www.youtube.com/watch?v=gMZuObBv8uM
https://www.youtube.com/watch?v=gMZuObBv8uM
https://www.kpbsd.k12.ak.us/Workarea/DownloadAsset.aspx?id=33721
https://www.thinkuknow.co.uk/8_10/watch/
https://www.thinkuknow.co.uk/8_10/watch/
https://www.thinkuknow.co.uk/8_10/
https://www.thinkuknow.co.uk/
https://www.ncsc.gov.uk/training/ncsc-cyber-security-for-young-people-english-scorm-v2/index.html
https://www.ncsc.gov.uk/information/cybersprinters-game-and-activities#section_2

@\”b = tap [7]

for web/file

appropriate and
inappropriate online
behaviours and actions
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variety of characters and of reporting concerns

explain why this is based on type of incident
important



https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1/?jwsource=cl
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter2/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter3/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/watch-full-movie/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/smart-crew-guidance-and-activities/
https://www.thinkuknow.co.uk/
https://www.childnet.com/
https://www.security.org/how-secure-is-my-password/
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Discuss the importance of
being a responsible
digital citizen, giving

examples of appropriate

online behaviours and
actions

; Understand the law as it
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(e.g. sharing of images)
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| can explore online communities demonstrating
an understanding of responsible digital behaviour
and I’'m aware of how to keep myself safe and secure. |
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effectively P way to report concerns



https://www.ceop.police.uk/ceop-reporting/
https://beinternetlegends.withgoogle.com/en_ie/interland
https://www.thinkuknow.co.uk/
https://projects.raspberrypi.org/en/projects/password-generator
https://beinternetlegends.withgoogle.com/en_uk/interland/landing/reality-river
https://beinternetlegends.withgoogle.com/en_uk/interland/landing/tower-of-treasure
https://beinternetlegends.withgoogle.com/en_uk/interland/landing/mindful-mountain
https://beinternetlegends.withgoogle.com/en_uk/interland/landing/kind-kingdom
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-reporting/

