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ANTI-BULLYING GUIDELINES

« School has drawn up a new Anti-Bullying Policy.

« Policy ties in very closely with the Anti-Bullying Guidelines / |
for the Western Isles. X

« Bullying IS taken seriously by staff




WHAT IS BULLYING BEHAVIOUR®

«“Bullying 1s a mixture of behaviours and
Impacts which can impact on a person’s
capacity to feel in confrol of themselves.
Bullying takes place Iin the context of
relationships; 1t I1s behaviour that can make

people feel hurt, threatened, frightened and
left out”.

(respectme, Scotland’s Anti-Bullying Service)



= PREJUDICED BASED BULLYING

* Prejudice based bullying is when bullying
behaviours are directed towards an individual
or group due to actual or perceived
differences or diversity.

* Prejudiced based bullying is always recorded
centrally.




‘

PROTECTED CHARACTERISTICS

* age
o disability

« gender reassignment

« marriage and civil partnership

* pregnancy and maternity

* race - including ethnic or national origin, colour or nationality
* religion or belief — including lack of belief

« sex, and sexual orientation.



BULLYING BEHAVIOURS

« Physical Bullying — e.g. Fighting

« Emotional Bullying — e.g. name calling

. Cyberbullying — e.g. bullying behaviours |
involving the use of technology. 'y




BEFORE YOU GIVE ADVICE ...

» Before you give advice, get somel

e hitps:// www.youtube.com/watchgev= hE6Cn8yaxl



https://www.youtube.com/watch?v=_hE6Cn8yqxI

i -
WHAT ADVICE SHOULD | GIVE®?

 hitps://www.youtube.com/watchev=GLAXriwprxk



https://www.youtube.com/watch?v=GL4Xriwprxk

—

THE INTERNET IS A PLACE NOT A
THING!

http://www.youtube.com/watch2v=Enhul 8i
HSEé4&feature=player embedded#!



http://www.youtube.com/watch?v=EhuL8iHSE64&feature=player_embedded#!
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PARENTING IN THE
DIGITAL AGE

Infernet Safety

M



Internet Matters

Do you feel left behind
when it comes to the latest
Apps that your children

are using?

internet
matters.org
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“My kids know more about the internet than I do...

|
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internet
matters.org




Penetration rate: Years to reach ¢.50m users

Radio Phone
38 years . T5years

Mobile
12 years

Facebook3.
5 years

internet
matters.org

L. Rosen, 2014




There are lots of positives...

@O0

Online games can Add to the child's Households with Improve both visual
enhance teamwork store of knowledge computers perform intelligence and
and creatfivity better academically hand-eye
coordination
Research shows the outcomes for children are better internet
if they benefit from connected technology matters.org

EU Kids Online 2013




Key Life Moments

= Age 12-13
Age 10-11

Phone ownership rises
Phone ownership

from 50% to 74%
rises from 21% to 43%,

<

74% of 13 year olds
have a social media

c
i Under 10
i) Internet use limited to gaming, r‘m 2(:3 prefie
= streaming video and TV and I;
= v?deo calling @ M XBOX 43% of 11 year olds have a
social media profie and are 12-15
1 ~ Age8-ll messaging, sharing and liking 98% of children are online
D GO gle 90% of children are online, 49% own a throughout the day Average time spent per week: 20 hours
Age 3-4 —n tablet and é minutes
1% own a Ageb5-7 Average fime spent per week: 12 hours 27% play games against people they've
mobile 67% of children are online. and 54 minutes never met
phone, 16% Average lime spent per week: 8 hours 42 minutes 56% play games online, 12% against
own a tablet, 3% have a social media profile people who they've never met
0% have a Children start fo browse internet for school work Secondary school children use an average
social media and general browsing ﬁ of 5 social networks
profile
| | Leam to read & write | | | | | Start Secondary school | | |
| | | | | | | \ | |
4 5 — [ 7 8 9 10 1 12 13 14 15 16
Age 3-4
55% of parenfs think the Parental lcjzg?w?:re]rr? is limited Age 10-13 m A4
benefits Pf the internet to sexual content, Parental concerns around online A@‘i
]39%1‘:;:?:‘?!1:‘2‘: Ei:fd Ao 57 inappropriate content, bullying increase Age5-15
e ge o- violent content and 16% of parents have never
35% of parents have never strangers/grooming spoken fo their child about
spoken to their children @ w managing risks online

internet than they do

Parents

about managing risks
online
4% never supervise anline
access and use

Source: 2016 OFCOM Children and parents: media use and aftitudes report, 2013 Cybersafe Report

Age 5-15
42% of parents have no
awareness of content filters

Age 8-11
68% of parents think the benefits of the
infernet outweigh the risks
41% think their child knows more about
the internet than they do
34% are concerned about their child
being bullied through their mobile phone

Age 12—]\5\

8% of parents do nothing to
regulate or monitor their
child's activity online



But technology can affect children’s development...

Sleep cycles are affected by blue light from screens
Screen-based entertainment increases central nervous system arousal
Millennials are more forgetful than OAP’s

One study found that the more distracted you are the less able you are to
experience empathy

w000

internet
matters.org




And there are of course risks...

Gambling, copyright
infringement

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T -
| | | |
| Content i Contact i Conduct |
I (Child as receiver of mass | (Child as participant in | (Child participation, |
I productions) I adult-led activity) I perpetrator or victim) I
. S, S — :
| | | |
i Violent i Harassment i Cyberbullying i
e TR — R :
I . . Grooming, sexual | Sexual harassment, |
| Pornographic | | . . |
| | abuse | sexting |
b o b :
| | | |
l . ! |deological ! Harmful user !
- Racist / hateful | o } }
| | persuasion . generated confent |
— — — 4
| | |

| | |

| | |

| | |

| | |

| | |

internet
matters.org




Risks parents are concerned about

i 5§ & 8

%ol par e b o nter e d

Conbict frems sfrangen

2014 2013
Viewing sexual content 67% 62% Up 8%
Contact from sirangers 67% 58% Up 16%
Viewing violent content 64% 57% Up 12%
Online bullying 60% 52% Up 15%
Encouraging self-harm 48% -
Sharing sexual images 44% -
Pro-anorexia content 42% -
Radicalisation 1% 32% Up 28%

«  Parents concern is increasing around online risks, perhaps due to
media coverage & pace of change of fechnology

+ Concern typically peaks at 11-12 years old which coincides with

moving to secondary school

& T E 9 10 11 12 1% 14 1% 18

Aguof child

internet

matters.org




Risk is not harm. Positive action can limit risks
becoming harmful

5 tips for parents:

Understand
the risks
G Agree helpful e

Keep the risks
in proportion

Communicate
regularly

Develop coping
strategies that foster
resilience

mediation
strategies

internet
matters.org




Dealing with inappropriate CONTENT

4.7m 11yrs 1/3

URL's showing pornographic Average age to first of children have seen

content view porn online explicit images by age
More than 12% of the internet of 10

internet
matters.org




Dealing with inappropriate CONTENT

What to talk about
« They can come to you if they see anything that upsets them
« If they have seen pornography...that it presents an unrealistic image of sex and
relationships
« The importance of respect for each other and the meaning of consent

Top tips / tools to use
« Parental controls on home broadband
« Content lock on mobile networks
« Safe search on Google (& other browsers) & YouTube; child —friendly search
engines

internet
matters.org




Dealing with inappropriate CONTACT

48%

of 11 year olds have a
social media profile

internet
matters.org




Dealing with inappropriate CONTACT

- What to talk about

+ Sometimes people hide behind fake profiles for dishonest reasons

« Agree how they will respond to requests from people they don’t know in real life
« Never ever to meet up with anyone they don't know in real life

- Top tips / tools to use
« Set up safe social media profiles that don't share personal information
« Turn off geo location settings on devices

« Use the strongest privacy setffings on social media
+ Learn how to report / block/ mute

internet
matters.org




A Parents’ Guide to

Facebook

(Revised 2012 Edition)




Dealing with inappropriate CONDUCT

50%
of children say

someone has been
nasty online

internet
matters.org




Dealing with inappropriate CONDUCT

- What to talk about

« Talk to a frusted adult if they experience anything upsetting online
* Think carefully about sharing images of others
* Beresponsible online, remembering they are creating their own digital footprint

- Top tips / tools to use
* Report inappropriate posts/content to the social media providers

« Think carefully about using monitoring apps that identify inappropriate
behaviour

internet
matters.org




- N
WHEN YOU ASK ..

Make any new friends at CYB ERBULLIES

school today?

Look beyond their one WO N ’ T L EAV E

word answer — there may
e another story.

ME ALONE,
FHELP




N
WHEN YOU ASK ..

How's your homework
going?

PCISTED A SELFIE.

Look beyond their one

d —th
Woivamitlal NO LIEKES, WHY?




l
24

15-40% Threat comes

of young people mostly from peers

are involved in and is qffen
sexting coercive

Dealing with ‘SEXTING’

- What to talk about

« It's hard to control where images
might be shared

« It’sillegal to create or share a
sexual image of a child under 18

.. Top tips / tools to use

* The T-shirt test — if you wouldn't
wear the picture on your T-shirt,
don’t share online

+ If you child is involved in sexting
contact CEOP & Childline who
can help to remove images




—

' WHEN YOU ASK ..

How was your day at MY FRIENDS
e TRICKED ME INTO
vx?o?d oizagr— Tﬁgrznricy WATCHING A

e another story.

NASTY VIDEO




N
WHEN YOU ASK ..

HE SAI HE D

Can we meet your new
boyfriend?

Look beyond their one
word answer — there may
be another story.

MRE NUDES




TEXT SPEAK / LEET SPEAK

* If you are concerned that your child is using Text Speak or Leet Speak and
you do not know what they are saying and you would like to be issued with
some of the Text Speak / Leet Speak abbreviations and definitions then
please contact the school directly and we will supply those we have to you.



N
KAYLEIGH'S STORY

« 360 Safe Audit
« Action Plan

« E-Safety Committee and Policy
« Kayleigh



—

KAYLEIGRH'S STORY

* hitps://aglowscotland.sharepoint.com/sites/EileananSiar/Shared%20Documen
ts/Forms/Allltems.aspxe=undefined &wa=wsignin1%2E0&id=%2Fsites%2FEilean
anSiar%2FShared%20Documents%2FHeadteachers%27%20Conference%20Fe
bruary%202017%2FChild%20Sexual%20Exploitation%2FKayleigh%20final%2Em
p4&parent=%2Fsites%2FEileananSiar%2FShared%20Documenis%2FHeadteac
hers%27%20Conference%20February%202017%2FChild%20Sexual%20Exploitat
ion



https://glowscotland.sharepoint.com/sites/EileananSiar/Shared Documents/Forms/AllItems.aspx?=undefined&wa=wsignin1.0&id=/sites/EileananSiar/Shared Documents/Headteachers' Conference February 2017/Child Sexual Exploitation/Kayleigh final.mp4&parent=/sites/EileananSiar/Shared Documents/Headteachers' Conference February 2017/Child Sexual Exploitation

What are children taught in school?

Use technology safely and respectfully, keeping personal information private; identify
where to go for help and support when they have concerns about content or contact on
the internet or other online tfechnologies

Use technology safely, respectfully and responsibly; recognise acceptable/unacceptable
behaviour; identify a range of ways to report concerns about content and contact

Understand a range of ways to use technology safely, respectfully, responsibly and

securely, including protecting their online identity and privacy; recognise inappropriate
content, contact and conduct, and know how to report concerns




In addition, schools embed it across...

Appropriate
fillers and
monitoring

system

Curriculum and
safeguarding

assessed as
part of HMle
framework

internet
matters.org



WHAT DO WE DO¢

InngoiI a’ Bhac we try 1o teach our pupils about their safety online in a variety
of ways.

 All staff undergo annual Child Protection Training and all staff in our school
have undertaken Anti-Bullying workshops as well.

* Through the GLOW online platform we try to keep our pupils as safe as
possible whilst they are online.

« We teach about safe online behaviour through the Technologies curriculum
(Digital Literacy) and also Health and Wellbeing

 We use ThinkUKnow to help us teach the children in a child friendly way.

e hitps://www.thinkuknow.co.uk/



https://www.thinkuknow.co.uk/

And there are tactics you can put in place to help manage their
screen time....

1.

Controlling tech time

Set a good example

Talk together about the time spent online

Agree on appropriate length of time they can use their device
Get the whole family to unplug & create screen free zones

Use technology / apps to help manage screen time e.g. Forest
App

internet
matters.org




Controlling tech time

Your children will be watching the way you use technology and they will copy; make sure
there is some consistency in how you role model good behaviour:

Turn off notifications on apps to avoid that constant ‘ping’

Buy an alarm clock so you don’t have devices in the bedrooms

Keep phone on silent in your pocket or bag when you pick the kids from school

4 No phones at the table rule or no phones between 6 and 7 rule
Family tech free days! internet




Three things to teach your child

Be a confident communicator

Be a critical thinker

Be a capable tools user

internet
matters.org




Other useful support services

+ Child Exploitation & Online Protection Centre

« For concerns about online sexual abuse or the way someone has been
communicating online ceop.police.uk/CEOP-Reporting/

« NSPCC Net Aware

» A guide to social networks that children use net-aware.org.uk/#

+ Childline 0800 1111

« 24 hour free helpline service for children and young people

NSPCC
Net Aware)))

(ChildLine:

internet
matters.org




