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Skip straight to editor/terminal

We aren't done with Python yet, but we're far enough into it that you should now be able to create simple

programs.

In cyber security, we often need to know what ports are listening on a target system. To do that we use a tool

called a port scanner. At the most basic level, a port scanner is a tool that will try to connect to ports on a

target system and report back about which ones are open or not.

Go ahead and try to make one now. You will need to do a little research using a search engine to learn about

the connect_ex()  method available for socket objects in the socket module. We haven't used yet anywhere

in this course, but it will likely be very helpful as you try to create your own port scanner.

You can test your code by scanning the IP address 127.0.0.1. You should notice these four open ports: 1234,

5678, 9012, 3456

Try to create your program without looking at the example solution below and see how far you get!

Example solution:

import socket

print("Please enter an IP Address to scan.")

target = raw_input("> ")

print("*" * 40)

print("* Scanning: " + target + " *")

print("*" * 40)

for port in range(1, 1025):

    s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

    result = s.connect_ex((target, port))

    if result == 0:

        print("Port: " + str(port) + " Open")

    s.close()

Taking it further

If you !ew through that problem and you want a tougher challenge, here's an extra stretch goal for you. Don't

feel obliged to do it if you struggled: if we were keeping score, this would be for bonus points!

You may have noticed your portscanner is really slow. Why is this?

If a port is closed, your portscanner has to wait for the maximum timeout on the connection before it can say

for sure that it isn't open. The problem here is that it can only really do one port at a time, so the more open

ports, the slower the whole process.

To speed things up, try using what we learned about threading. You may want to do some research into

queues and multiprocessing to solve some common threading pitfalls if you run into problems.

Good luck!
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Step 1

Your program will need to create a

socket: don't forget to include the

socket library.

Step 2

Your program will need to try and

connect to a range of ports at the above

IP address, and print out a message

when it "nds an open one that includes

the port number it found open.

Try learning how to use the

'connect_ex()' function from the socket

library to help you with this one.
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