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This is my first Newsletter hopefully over the course of the year each of the Youth Engagement Officers will 
compile a Newsletter each term with any issues that may arise, can I begin by saying thanking everyone for their 

efforts during this very challenging pandemic off COVID –19, hopefully now there is some light at the end of 
this long journey for us all, it will be great to see all pupils back in school safely and receiving their education. 

 
I have been in post as Youth Engagement Officer for 2 years, however I have over 17 years Police Service, 

serving in a variety of roles throughout Dumfries and Galloway, starting my Service as a Police Cadet, progress-
ing into Response Policing and thereafter Community Policing Unit serving the communities both in Dumfries and 
Mid and Upper Nithsdale. I also spent some time within the Traffic Department Policing the A74(M) at Locker-

bie. 
 

Due to the restrictions placed upon us all due to COVID –19, it has been difficult to engage with both pupils and 
parents, however hopefully over the next few moths, I will be able to re attend important events within the 

schools ie parents evenings and award ceremonies. Off course it’s anticipated that after the Easter Holidays I 
will hopefully along with pupils be back in school to deliver any PSE lessons on various topics some of which in-

clude CEOP, Substance Misuse, Anti Social Behaviour and Hate Crime. 
 

During my Newsletters I would like to keep pupils and parents updated on any issues that are being reported, or 
any issues or concerns we may have within the Police Service that may have an impact on our young people. 

 
I’m aware that a lot of children during the pandemic are home schooling, a lot of this involves the use of the 

internet which can be a great tool for adults and young people alike to learn. 
 

A lot of young people, do use Social Media and the Internet as a platform to communicate with their peers, 
gaming etc. Connecting and sharing information between peers can bring it ’s own set of risks on Social Media or 

the Internet, can we ensure please that we keep our privacy settings turned on, can we ensure that we know 
exactly who we are communicating with to keep ourselves safe at all times. There have been incidents reported 
to Police in the last few weeks involving snapchat with inappropriate behaviour and messages contained on these 

platforms 
 

 
 
 
 

     

https://cool2talk.org/ 

 

 

 

 

How should I use privacy settings? 
Follow these tips to help your child explore the internet safely. If you have an older child who 
creates their own accounts, consider these tips when talking to them 
about how they can use privacy settings. 
 
 
1. Check the audience 

2. Switch off location sharing 

3. Check the tagging settings  # 

Advice For Online Home Schooling 
 

As a parent or carer you play a key role in helping your child to stay safe online. 

You don’t need to be an expert on the internet to help keep your child stay safe online.   There is advice and resources are available online to support you as you support your child to 
use the internet safely, responsibly and positively. 

The links below, which are very informative and easy to follow, will open up the opportunity for you to start the discussion about online safety. 
Thinkuknow is the online safety education programme from the National Crime Agency (NCA) and their website has home activity packs from the ages of 4yrs to 14+yrs to take sup-

port from. 
        

 https://www.thinkuknow.co.uk/parents/Support-tools/home-activity-worksheets/ 
                                                                                                                         

CEOP, NSPCC and Internet Matters, at the links below, have created a number of fantastic free to use advice hubs to help you learn more to support you and your child or young 
person with Online issues. 

 
https://www.ceop.police.uk/safety-centre/ 

                                                            
https://www.nspcc.org.uk/keeping-children-safe/online-safety/ 

                                                       
 https://www.internetmatters.org/advice/          

                                                                                                        
                                                    Please take time to enhance your knowledge in terms of the support that is available. 
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AMAZON SCAM 
 
 

A new and dangerous scam is circulating in various forms, which could prove dangerous if people come into contact with it. 
Persons In our local communities have reported receiving a number of emails which urge them to take action on their Amazon account. 

The email even contains an official looking watermark complete with the Amazon logo as well as the official address of the organisation’s headquarters. 
Both emails are illegitimate correspondence and by clicking the link and inputting personal information, this is likely to be intercepted by fraudsters who are looking for personal and 

sensitive information. 
The consequences, therefore, could be disastrous with people standing to potentially lose a significant amount of money. 

 
 

 
PAYPAL SCAMS 

 
PayPal have a long list of the types of scams that they are aware of. 

 
Here are some helpful tips on how to spot Scam Emails: 

 

 The Senders Address 
The "From" line may include an official-looking address that mimics a genuine one. 

 

 Generic Greetings 
Be wary of impersonal greetings like “Dear User”, or your email address. A legitimate PayPal email will always greet you by your first and last name. 

 

 Typos/Poor Grammar 
Emails sent by popular companies are almost always free of misspellings and grammatical errors. 

 

 False Sense of Urgency 
Many scam emails tell you that your account will be in jeopardy if something critical is not updated right away. 

 

 Links 
Check where a link is going before you click on it by hovering over the URL in an email, and comparing it to the URL in the browser. If it looks suspicious, don’t click it. 

 

 Attachments 
A real email from PayPal will never include attachments. You should never open an attachment unless you are 100% sure it ’s legitimate, because they can contain spyware or viruses 

 Tracking number 
The email/SMS asks you to provide the tracking number of the dispatched item, before you’ve received a payment into your PayPal account. 

 

 Clicking on links 
Never click on a link in an email that requests personal information. Any time you receive an email about your PayPal account, open a new browser, type in www.paypal.co.uk, and login to 

your account directly.  




